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Conventions 32 

The following conventions1 are used in this document. 33 

• MUST – means an absolute requirement of this document. 34 
• MUST NOT – means an absolute prohibition of this document. 35 
• SHOULD – means there may exist valid reasons to ignore a particular item in this 36 

document, but the full implications need to be understood before choosing a 37 
different course. 38 

• SHOULD NOT – means there may exist valid reasons when a particular item is 39 
acceptable, but the full implications need to be understood before implementing 40 
the item. 41 

• MAY – means truly optional. 42 

                                            
1 These conventions are taken from Request for Comments 2119 (RFC2119) – Keywords for use in RFCs to indicate 

requirements levels 
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1 Introduction 71 

Establishing confidence in a person’s identity is a critical starting point for delivering a 72 

range of government digital services and benefits, as it is for many transactions 73 

conducted by the privacy sector and other non-government organisations. The 74 

objective of identity proofing is to verify a person’s identity information to obtain a 75 

reusable digital identity.  76 

Whilst many people will be able to establish a digital identity based on their existing 77 

documentation, for a number of valid reasons some individuals will require 78 

assistance, either online or in person, to prove their identity. These Trust Framework: 79 

Identity Proofing Requirements have been written to provide a broader range of 80 

options for people unable to successfully verify their identity in an exclusively digital 81 

channel. This may be due a lack of Evidence of Identity (EoI) or limitations in their 82 

digital access or literacy. This document enables people to have their identity 83 

information verified either face-to-face over a counter or through digital means. 84 

The Digital Transformation Agency (DTA), in collaboration with other government 85 

agencies and key private sector bodies, is leading the development of a national 86 

federated identity ‘eco-system’ (the ‘identity federation’). This federation will be 87 

capable of providing trusted digital identities to Relying Parties in order for them to 88 

deliver online services and benefits to people.  Implementation and operation of the 89 

identity federation is underpinned by the Trusted Digital Identity Framework (TDIF), 90 

which contains the tools, rules and accreditation criteria to govern the identity 91 

federation. This document should be read in conjunction with the Trust Framework: 92 

Overview and Glossary, which provides a high-level overview of the TDIF including its 93 

scope and objectives, the relationship between its various documents and the 94 

definition of key terms. 95 

This document sets out the identity proofing requirements to be met by agencies and 96 

organisations accredited as Identity Service Providers (IdPs) under the TDIF.  The 97 

following items are out of scope but will be addressed in a later release of this 98 

document: 99 

• Minimum age limitations for children and young people under the age of 15 who 100 

may have their identity verified by an IdP. 101 
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• Collection and use of non-facial biometrics for the purpose of supporting identity 102 

proofing processes. 103 

• Identity proofing non-person entities. 104 

• End-to-end identity management processes such as identity refresh or identity 105 

retirement. 106 

This document comprises three parts:  107 

• Part 1: describes the TDIF identity proofing objectives, identity proofing levels, 108 

EoI categories and EoI verification methods. 109 

• Part 2: describes the TDIF Identity Proofing Requirements to be met by IdPs.  110 

• Part 3: provides guidance on how to implement these requirements. 111 

The intended audience for this document includes:  112 

• Accredited Providers. 113 

• Applicants. 114 

• Authorised Assessors. 115 

• Relying Parties.  116 

• Trust Framework Accreditation Authority. 117 

1.1 Context 118 

Within the TDIF there are four Identity Proofing (IP) levels of assurance (or 119 

confidence) defined for the identity proofing process, which are ranked from lowest to 120 

highest based on the consequence of incorrectly identifying a person. The assurance 121 

reflected by each level is derived from the veracity of the claims about a person’s 122 

identity, through the evidence provided, to meet some or all of the identity proofing 123 

objectives of:  124 

• Context uniqueness.  125 

• Legitimacy.  126 

• Binding between the person and the evidence of identity.  127 

• Operation within the community. 128 

• Confirmation that an identity is not known to be fraudulent.  129 
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As a result of these objectives being met at different levels of assurance across the 130 

four IPs the Relying Party can have a degree of confidence, depending of the IP 131 

achieved, that: 132 

• The claimed identity has been resolved to a single, unique identity within the 133 

context of the cohort of people that the IdP serves. 134 

• The supplied identity evidence has been confirmed as legitimately existing, 135 

correct, current and genuine. 136 

• The claimed identity has been verified as being associated with, and bound to the 137 

person supplying the identity evidence.  138 

• The claimed identity exists and accepted as operating in the real world. 139 

• The claimed identity is not known to be fraudulent. 140 

As the ‘consumers’ of digital identities, Relying Parties need to determine their 141 

required level of identity assurance based on an identity risk assessment.  Guidance 142 

on how to perform an identity risk assessment is set out in the Trust Framework: Risk 143 

Management Requirements. 144 

These Trust Framework: Identity Proofing Requirements are supported by a suite of 145 

companion documents within the TDIF, including the Authentication Credential 146 

Requirements, the Protective Security Requirements, the Privacy Requirements and 147 

the Fraud Control Requirements. Together this suite enables Relying Parties to obtain 148 

a level of confidence about the identity of a person who has requested a digital 149 

service. 150 

This document aligns with and builds on several national and international 151 

approaches that define levels of identity proofing. This includes the:  152 

• Council of Australian Government’s (COAG) National Identity Proofing Guidelines 153 

(NIPG), and  154 

• National Institute of Standards and Technology (NIST) Special Publication (SP) 155 

Digital Identity Guidelines (800-63 series).  156 

The mappings between TDIF IPs and other identity proofing approaches is listed in 157 

Annex A.  158 
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2 Identity proofing concepts  159 

2.1 Identity proofing objectives 160 

Not all Relying Parties or transactions within the identity federation will require the 161 

same level of confidence in the digital identity. As such, Relying Parties will require 162 

varying levels of confidence (accepted risk) in the digital identity based on the 163 

consequence of incorrectly identifying a person in the provision of their services.  164 

To achieve this IdPs undertake an identity proofing process that tests the veracity of 165 

claims, i.e. EoI, a person makes regarding their identity with a view to achieving some 166 

or all of the following objectives.  167 

1. Confirm uniqueness of the identity in the intended context to ensure that 168 

people can be distinguished from one another and that the right service is 169 

delivered to the right person.  This reduces risks such as doubling up on service 170 

provision, however, whilst it may be unique in the context of the online transaction 171 

it does not necessarily need to uniquely identify the person in all contexts.  172 

2. Confirm the claimed identity is legitimate to ensure the identity has been 173 

genuinely created as well as confirming that there is continuity in a person’s 174 

identity attributes where there have been changes. Increased confidence in the 175 

legitimacy of a person’s identity is achieved through verifying Commencement of 176 

Identity EoI with authoritative sources and verifying Linking Documents where 177 

name or date of birth details differ between pieces of EoI. This reduces risks such 178 

as the registration of imposters or non-genuine identities. 179 

3. Confirm the binding between identity attributes and the person claiming the 180 

identity to provide a high level of confidence that the person’s identity confirmed 181 

through objectives 1 and 2 is not only legitimate, but that the person currently 182 

claiming the identity is its legitimate holder.  This reduces the opportunity for 183 

identity fraud. The Trust Framework relies on facial binding to reduce this risk. 184 

4. Confirm the operation of the identity in the community over time to provide 185 

additional confidence that a person’s identity is legitimate in that it is being used 186 

in the community (including online where appropriate).  Requiring a pattern of use 187 

over a period of time implies that the person’s identity has a history and reduces 188 

the risk that it is fraudulent. 189 
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5. Confirm the identity is not known to be used fraudulently to provide190 

additional confidence that a fraudulent (either fictitious or stolen) identity is not191 

being used. These checks, either internally or with external sources, such as law192 

enforcement agencies or comparing personal attributes against the Fact of Death193 

file decrease the risk of a fraudulent identity within the identity federation.194 

2.2 Identity proofing levels 195 

As mentioned in Section 1 above, the TDIF utilises four identity proofing levels, 196 

ranging from level 1 (low, self-asserted) through to level 4 (very high, in-person 197 

verified). 198 

Table 1 below outlines for each of the respective identity proofing levels the 199 

applicable Identity proofing objectives, the EoI required and examples of relevant use. 200 

Table 1: identity proofing levels 201 

IP 1 IP2 IP 3 IP 4 

Confidence Low Medium High Very High 

Identity proofing 
objectives 

Claimed identity 
is: 

unique in 
context 

Claimed identity: 

is unique in 
context, 

is supported by 
evidence, 

is known to be 
operating in the 
community, and 

is known not to be 
fraudulent. 

Claimed identity: 

is unique in context, 

exists as a legitimate 
identity, 

is bound to the person 
(ie. supported by a 
biometric match), 

is confirmed to be 
operating in the 
community, and 

is not known to be 
fraudulent. 

Claimed identity: 

is unique in context, 

exists as a legitimate 
identity, 

is strongly bound to the 
person (ie. supported 
by a biometric match), 

is confirmed to be 
operating in the 
community, and 

is not known to be 
fraudulent. 

EoI requirements NIL 1 CoI, OR 
1 Photo ID 

+ 

1 UiTC, OR 
3 documents   
each from different  
sources, OR 
3 electronic data 

1 CoI 

+ 

1 Photo ID, OR 
1 Alternative Binding 

+ 

1 UiTC, OR 
3 documents  each 
from different 

1 CoI 

+ 

1 Photo ID, 

+ 

2 UiTC, OR 
3 document  each from 
different sources, OR 
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IP 1 IP2 IP 3 IP 4 

points from 1 
source 

+ 

Linking documents 
(where necessary) 

sources, OR 
3 electronic data 
points from 1 source 

+ 

Linking documents 
(where necessary) 

3  electronic data points 
from 1 source 

+ 

Linking documents 
(where necessary) 

Intended use For low risk or 
low value 
transactions 
where no 
verification is 
required, but the 
parties desire a 
continuing 
conversation 
(eg. post in a 
discussion 
forum) 

For moderate risk 
or moderate value 
services where 
fraud will have 
moderate 
consequences 
(eg. provision 
utility services) 

For major risk or 
major value services 
with a high risk of 
serious 
consequences from 
fraud (eg. provision of 
common government 
services such as 
issuing licences, 
access cards, or 
undertaking financial 
exchanges). 

For services where 
extreme consequences 
arise from fraudulent 
verifications. (eg. 
provision of trusted 
government credentials, 
such as passports, 
secure access, etc, or 
to proof ‘trusted’ roles 
such as privileged 
positions) 

Comments Pseudonymity is 
supported, but 
not anonymity 

Facial-matching is 
not required 

Facial matching is 
required 

Facial matching and In-
person interview 
required 

2.3 Evidence of identity 202 

Identity Proofing is the process by which an IdP collects, validates, and verifies 203 

information about a person and, as such, it relies heavily on the identity evidence 204 

presented. This evidence may be physical or digital/electronic credentials2 and can 205 

have widely varying strength in relation to authoritative source and credential security.  206 

In addition, there may be different identity attributes contained within the evidence, 207 

including identity attributes (full name and date of birth), document identifiers and 208 

contact information (e.g address, phone number). 209 

The evidence and information sources used within the TDIF for the enrolment and 210 

proofing of a person’s identity falls into five fundamental categories: 211 

• Commencement of Identity (CoI) is a government issued document:212 

2 Commonly referred to as documents, however, they may not be paper based 
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o Which anchors a person’s identity and provides evidence of its establishment 213 

or creation in Australia.214 

o Which is the product of high integrity business processes which create and215 

issue the document and manage it throughout its lifecycle.216 

o With identity attributes contained in or printed on the document able to be217 

securely verified through authoritative sources (eg. Document or Facial218 

Verification Service (DVS/FVS).219 

• Photo ID is a document:220 

o Which allows binding between the presented identity attributes and the221 

person claiming the identity.222 

o Where the biometric image of the person is securely contained in or printed223 

on the document.224 

o Where high integrity business processes are followed when creating, issuing225 

and managing the document throughout its lifecycle.226 

o In which the attributes contained in or printed on the document are able to be227 

securely verified through authoritative sources.228 

o Where the image of the holder contained in or printed on the document can229 

be either verified through the FVS, or through a secure technical means from230 

the securely stored image3, or by the visual inspection of a trained operator.231 

• Use in the Community (UitC) is a verifiable document issued by a reliable232 

source which:233 

o Includes identity attributes (in particular the name) either contained in or234 

printed on the document, or within a repository that provides reasonable235 

confidence that they cannot be modified after the fact.236 

o Can be used to confirm the activity of the identity in the community over time.237 

o Has identity attributes which may be verified through authoritative sources or238 

community footprint checks.239 

• Linking document is a government issued document:240 

o Which provides a link demonstrating the continuity of the claimed identity241 

where identity details (i.e. name, date of birth) have changed. e.g. change of242 

name certificate, marriage certificate, or in some cases a birth certificate.243 

o With attributes contained in or printed on the document that can be verified244 

through the DVS.245 

3 For example: contained in a secure Integrated Circuit Chip (ICC) on a passport 
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• Alternative Binding (Identity Attestation) is: 246 

o An attestation by a verified referee who has either a provable relationship247 

with the person claiming an identity or has a professional status such that248 

they can reliably attest to the identity of the person.249 

o Endorsement of an image of the person, providing the required linkage250 

between the identity and their biometric image.251 

o An alternative to presenting a Photo ID document by addressing the issue of252 

requiring a linkage between the person claiming an identity and their253 

presented identity data sources in the absence of an existing facial document254 

(such as photo ID).255 

Annex B contains a list of evidence that is approved for use within the TDIF against 256 

each of the categories listed above. Evidence not listed in Annex B may not be used 257 

without the explicit permission of the Trust Framework Accreditation Authority. Whilst 258 

at present this evidence is predominantly physical credential/document sources in the 259 

future digital/electronic sources may become more prevalent and these may be added 260 

by the Trust Framework Accreditation Authority to the approved EoI listed. 261 

2.4 Verification methods 262 

Within the identity proofing process the actions associated with checking the veracity 263 

of the claims about a person’s identity is heavily dependent on EoI document 264 

verification.  Whilst verifying identity credentials depends upon their format (physical 265 

or electronic), they can be checked using various methods which all have respective 266 

strengths and weaknesses. As such these requirements have defined four verification 267 

methods that are used within the identity proofing process. 268 

The four methods of verification in order of preference are: 269 

• Source Verification - the act of verifying physical or electronic EoI directly with270 

the issuing body (or their representative, e.g. via the DVS or FVS services).271 

Source verification generally provides the most accurate, up to date information,272 

however it may not be able to prove physical possession of a document (e.g. a273 

licence number may be written down) and it may not have all the details of an274 

original document (e.g. birth certificate information is often a summary of the275 

original).276 
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• Technical Verification – the act of verifying physical or electronic evidence using 277 

an Australian Signals Directorate approved cryptographic mechanism bound to a 278 

secure chip or appended to it (eg. via Public Key Technology).  Technical 279 

verification is generally very accurate, but is dependent of the issuers revocation 280 

processes (e.g. a stolen passport may still pass technical verification). 281 

• Visual Verification - the act of a trained operator visually confirming, either 282 

electronically or in-person, that the evidence presented, with any security 283 

features, appears to be valid and unaltered, and/or making a facial comparison 284 

check.  Generally this is less secure than Source Verification or Technical 285 

Verification as it introduces the possibility of operator error; however it also allows 286 

for a more detailed human evaluation of the person.  287 

• Community Footprint Check (CFC) – is a check associated with UiTC 288 

documents that provides historical evidence of the identity operating in the 289 

community over time. This check can review either physical documents or non-290 

documentary identity data held in a repository, accessible by an IdP, that 291 

provides a degree of confidence that it cannot be modified after the fact. 292 

These methods may be combined; for example the details of a particular document 293 

may be able to Source Verified, however the photo on the document might require 294 

Visual Verification. 295 

2.5 Identity attributes 296 

Within the identity federation an identity is roughly equivalent to a persona, verified or 297 

self-asserted, that a person may choose to be known by. Associated with any identity 298 

is virtually an unlimited set of possible claimed values (attributes) that are 299 

characteristics of that identity. This can include attributes such as a full name, 300 

preferred name, date of birth, gender, title, location of birth, citizenship, address, 301 

phone number, email address, occupation, etc. In addition, different types of evidence 302 

of identity may contain different identity attributes contained within the evidence. 303 

These may also contain identifiers, attributes that can provide linkage to a specific 304 

identity such as passport number, drivers licence, customer reference number, etc.  305 

When combined these attributes uniquely describe a person within a given context.  306 
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The Trust Framework: Attribute Profile details the attribute sets used within the TDIF. 307 

Of particular importance for this document is the ‘core attribute set’, which includes: 308 

• Given name(s)309 

• Family Name310 

• Date of Birth (DOB)311 
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3 Identity Service Provider Requirements 312 

3.1 General requirements 313 

The IdP MUST: 314 

• Verify a person’s EoI to an authoritative source where it is possible.315 

• As applicable, record the core attribute set that have been provided by the316 

person.317 

• Record all variations of the core attribute set provided on EoI documents.318 

• Where the person’s core attribute set are not consistent  between presented EoI319 

(once naming and DOB conventions are considered), verify the attributes320 

collected via a Linking document and record the Linking document’s type (and321 

identifier if applicable).322 

• As applicable, record the following identity attributes:323 

o The person’s asserted contact attributes, which may include address, phone324 

and email, etc (as provided or used in the claims).325 

o The person’s asserted preferred name(s).326 

o EoI identifiers used in the process.327 

o Identity proofing level achieved.328 

o Date identity proofed.329 

o Credential details/type and person’s unique IdP identifier allocated.330 

• Record the EoI used in the ID proofing process and their applicable identifier(s).331 

• For each verified attribute, record the verification sources used in the process, the332 

outcome/results and date undertaken.333 

• Validate at least 1 of the claimed contact details.334 

• Ensure that where an identity verification or validation process is unsuccessful,335 

the following is undertaken:336 

o The issue is recorded, in the IdP’s system.337 

o Advise the person of the outcome and provide them with guidance, based on338 

the reason for the error, to resolve the issue.339 

o Advise the person of alternative methods to complete the proofing process.340 

o Where the ID proofing process cannot be completed during the current341 

transaction and is mediated by the Identity Exchange, inform the Identity342 

Exchange that the proofing process has ceased.343 
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• Ensure that EoI is not used for more than one ID Proofing objective. 344 

• Comply with DVS/FVS standards if DVS/FVS is used for Source Verification.345 

• On a monthly basis re-verify the person’s identity attributes are not known to be346 

fraudulent by confirming the person’s identity is not recorded on the Fact of Death347 

File or listed in the IdPs list of known fraudulent identities.348 

• Ensure that the person successfully completes all mandated assurance activities349 

for the relevant IP level prior to bestowing them an identity at that level.350 

• Only provide attributes to RPs with the consent of the person.351 

• Ensure that evidence used for UiTC verification activities are less than a year one352 

and have not expired.353 

• Ensure that any IdP-assigned identifier allocated to the identity is permanent and354 

not re-allocated to any other (future) identity.355 

• Ensure that a person can easily move their identity, at level, to a different356 

accredited IdP at any time.357 

• Ensure that a person can securely view and manage their identity (changes to358 

their information is to be configuration controlled).359 

• If using algorithmic matching, be able to show that the algorithmic matching360 

software is of sufficient quality to reliably match real world photo identity361 

documents showing normal wear and of normal age, or restrict the use of the362 

algorithmic matching to documents (such as passports) that make clean, high363 

quality digital images available.364 

• Ensure that if an authentication credential is lost, the person is able to disable or365 

remove it from their identity.366 

• Ensure that if an authentication credential is lost, the person is able to disable or367 

remove it from their identity.368 

The IdP SHOULD: 369 

• Never lock out a Subscriber from their identity.370 

• If a person loses control of their identity account to a malicious third party they371 

can reclaim their identity without sharing any secrets with the IdP. For example,372 

the IdP should be able to restore the identity on the IdP to a point earlier in time if373 

the person has provided sufficient proof that they are the true owner of the374 

account.375 
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• Include identity proofing processes for victims of identity crime to validate their 376 

identity (potentially by using the Commonwealth Victims Certificate or other 377 

appropriate evidence) and be reallocated an authentication credential. 378 

3.2 Identity Proofing Level 1 (IP1) 379 

Identity Proofing Level 1 provides low confidence in the accuracy or legitimacy of a 380 

claimed identity and is intended for transactions where no verification is required, but 381 

the parties desire a continuing conversation (eg provision of common general service 382 

such as obtain store card or personalise a user experience, or establish a discussion 383 

forum). It should be noted that within the TDIF at IP1 pseudonymity is possible, but 384 

not anonymity. 385 

The IdP MUST address Identity Proofing Objective 1 by ensuring the person’s identity 386 

is unique in context. 387 

3.3 Identity Proofing Level 2 (IP2) 388 

Identity Proofing Level 2 provides medium confidence in the claimed identity and is 389 

intended for moderate risk, moderate value services where fraud will have moderate 390 

consequences (eg. provision of utility services). It should be noted that at IP2 there is 391 

no requirement for facial binding to the claimed identity and that neither anonymous 392 

nor pseudonymous identities are supported. 393 

The IdP MUST address Identity Proofing Objective 1 by ensuring the person’s identity 394 

is unique in context. 395 

The IdP MUST address Identity Proofing Objective 2 by ensuring the person’s identity 396 

attributes are EITHER: 397 

• Source verified using a CoI or Photo ID document OR398 

• Technically verified from a Photo ID document, OR399 

• Visually verified against a CoI or Photo ID document.400 

The IdP MUST address Identity Proofing Objective 4 by verifying the person’s name 401 

as being used in the community by EITHER: 402 
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• Source verification of one UiTC document, OR 403 

• A CPC by EITHER:404 

o A paper–based visual check of 3 documents each from a different source,405 

OR406 

o An electronic check of at least, 3 distinct data points (ie. transactions).407 

The IdP MUST address Identity Proofing Objective 5 by ensuring the person’s identity 408 

is not known to be fraudulent by confirming it is not listed in the IdPs list of known 409 

fraudulent identities or recorded on the Fact of Death File. 410 

3.4 Identity Proofing Level 3 (IP3) 411 

Identity Proofing Level 3 provides high confidence in the claimed identity and is 412 

intended for services with a major risk of serious consequences from fraud (eg. 413 

provision of common government services such as issuing licences, access cards, or 414 

undertaking financial exchanges).  It should be noted that facial binding to the 415 

person’s claimed identity is required. 416 

The IdP MUST address Identity Proofing Objective 1 by ensuring the person’s identity 417 

is unique in context. 418 

The IdP MUST address Identity Proofing Objective 2 by ensuring the person’s identity 419 

attributes are: 420 

• Source verified using a CoI document, AND EITHER421 

o Source verified using a Photo ID document, OR422 

o Technically verified from a Photo ID document, OR423 

o Visually verified against a CoI or Photo ID document.424 

The IdP MUST address Identity Proofing Objective 3 by binding the person’s facial 425 

image using their core attribute set which were verified from the Photo ID document, 426 

by EITHER: 427 

• Source verification, OR428 

• Technical verification, OR429 

• Visual verification, OR430 

• An Alternative binding process, in which the referee:431 
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o Has been identity proofed to IP3, AND 432 

o Uses either a physical (‘wet’) signature, or a CL3 credential or approved433 

digital signature to endorse their attestation, AND434 

o Has proven, via a verified document, a relationship to the person, OR435 

o Is an authorised to witness a Statutory Declaration under Commonwealth436 

law.437 

The IdP MUST address Identity Proofing Objective 4 by verifying the person’s name 438 

as being used in the community by EITHER: 439 

• Source verification of one UiTC document, OR440 

• A CPC by EITHER:441 

o A paper–based visual check of 3 documents each from a different source.442 

One must date less than 1 year prior, one must date between 1 and 3 years443 

prior and one must date over 3 years prior to the time of proofing, OR444 

o An electronic check of at least, 3 distinct data points (ie. transactions). One445 

must date less than 1 year prior, one must date between 1 and 3 years prior446 

and one must date over 3 years prior to the time of proofing.447 

The IdP MUST address Identity Proofing Objective 5 by ensuring the person’s identity 448 

is not known to be fraudulent by confirming it is not listed in the IdPs list of known 449 

fraudulent identities or recorded on the Fact of Death File. 450 

The IdP MUST also: 451 

• Use secure image capture and liveness detection measures, to ensure that the452 

entity presenting is a real person, as part of the image capture and face453 

verification process when face images are source or technically verified.454 

• Ensure that Visual Verification is not used for visually matching the person to the455 

Photo ID if either source or technical verification of the document is feasible.456 

• Comply with the Trust Framework: Privacy Requirements for the collection and457 

use of biometrics.458 

• Where visual verification method is used for visually matching the person to the459 

Photo ID, ensure that operators are able to match the person’s face with the460 

biometric image of the Photo ID document with reasonable accuracy.461 
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• Where both visual verification of document details and facial matching is462 

performed, ensure they are able to demonstrate reasonable processes and463 

security controls are in place to preserve the integrity of the process.464 

Where both visual verification of document details and facial matching is performed, 465 

the IdP SHOULD ensure a manual, in-person inspection of the physical security 466 

features of the document.  467 

3.5 Identity Proofing Level 4 (IP4) 468 

Identity Proofing Level 4 provides very high confidence in the claimed identity is 469 

intended for services where extreme consequences arise from fraudulent 470 

verifications. (eg. provision of trusted government credentials such as passports, 471 

secure access, etc, or to proof ‘trusted’ roles such as privileged positions). It should 472 

be noted that both facial binding to the person’s claimed identity and an in-person 473 

interview are required. 474 

The IdP MUST address Identity Proofing Objective 1 by ensuring the person’s identity 475 

is unique in context. 476 

The IdP MUST address Identity Proofing Objective 2 by ensuring the person’s identity 477 

attributes are: 478 

• Source verified using a CoI document, AND EITHER479 

o Source verified using a Photo ID document, OR480 

o Technically verified from a Photo ID document.481 

The IdP MUST address Identity Proofing Objective 3 by binding the person’s facial 482 

image using their identity attributes which were verified from the Photo ID document, 483 

by: 484 

• Visual verification at an in-person interview, AND EITHER485 

o Source verification, OR486 

o Technical verification.487 

The IdP MUST address Identity Proofing Objective 4 by verifying the person’s name 488 

as being used in the community by EITHER: 489 
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• Source verification of two UiTC documents, OR 490 

• A CPC by EITHER:491 

o A paper–based visual check of 3 documents each from a different source.492 

One must date less than 1 year prior, one must date between 3 and 5 years493 

prior and one must date over 5 years prior to the time of proofing, OR494 

o An electronic check of at least, 3 distinct data points (ie. transactions). One495 

must date less than 1 year prior, one must date between 3 and 5 years prior496 

and one must date over 5 years prior to the time of proofing.497 

The IdP MUST address Identity Proofing Objective 5 by ensuring the person’s identity 498 

is not known to be fraudulent by confirming it is not listed in the IdPs list of known 499 

fraudulent identities or recorded on the Fact of Death File. 500 

The IdP MUST also: 501 

• Use secure image capture and liveness detection measures, to ensure that the502 

entity presenting is a real person, as part of the image capture and face503 

verification process when face images are source or technically verified.504 

• Ensure that Visual Verification method is not used for visually matching the505 

person to the Photo ID if either Source or Technical verification of the document506 

is feasible.507 

• Comply with the Trust Framework: Privacy Requirements for the collection and508 

use of biometrics.509 

• Where Visual Verification method is used for visually matching the person to their510 

Photo ID, ensure that operators are able to match the person’s face with the511 

biometric image of the Photo ID document with reasonable accuracy.512 

• Where both visual verification of document details and facial matching is513 

performed, ensure they are able to demonstrate reasonable processes and514 

security controls are in place to preserve the integrity of the process.515 

• Ensure that EoI used by the person to support their claimed identity:516 

o Is presented by the person as part of an in-person interview with the IdP517 

(prior to completion of the proofing).518 

o Are original documents (electronic footprint check excepted).519 

o Is visually verified as part of that interview.520 
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Where both visual verification of document details and facial matching is performed, 521 

the IdP SHOULD ensure a manual, in-person inspection of the physical security 522 

features of the document. 523 

3.6  “Step-Up” between IP levels 524 

The IdP MUST: 525 

• Ensure that the Step-Up identity proofing process achieves all the requirements 526 

of the higher proofing level. 527 

• Ensure that a person can prove ownership of their existing identity by 528 

authenticating to the same authentication level as the existing proofing level prior 529 

to commencing the process (eg. an IP2 identity can only commence the process 530 

if its owner (i.e. the person) can authenticate to the appropriate Authentication 531 

Credential Level). 532 

• Use Source Verification to re-verify any applicable CoI or Photo ID document that 533 

has been previously presented. 534 

• Re-validate that the claimed identity is not known to be fraudulent by verifying it is 535 

not listed in the IdPs list of known fraudulent identities  or recorded on the Fact of 536 

Death File. 537 

The IdP SHOULD NOT Step-Up an identity that has not been used within the 538 

previous 13 months.  539 

The IdP MAY choose to step-up a person to a higher proofing level without repeating 540 

checks that have already been undertaken at the lower proofing levels. For example, 541 

a person with an IP2 identity based on an online, source verified check of a driver’s 542 

licence (Photo ID document, but with no facial check) and a Medicare card (UitC), will 543 

need to present a CoI document, and would need to re-present their driver’s licence 544 

(Photo ID document) to have their face bound to the identity.  In addition to visually 545 

verifying the facial image, the IdP will need to be satisfied that the Photo ID document 546 

is the same as was presented previously, or re-check the details of the Photo ID 547 

document and also conduct a fraudulent identity check if it hasn’t been performed 548 

within the last month.  The Medicare card however would not need to be re-549 

presented. 550 
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4 Identity proofing guidance 551 

4.1 Community footprint check 552 

A CFC is a check associated with UiTC documents that provide historical evidence of 553 

the identity operating in the community over time and, as per all UiTC verification 554 

activities, can only be undertaken after the person’s name has been verified.  A CFC 555 

is used as an alternative option when the person does not provide evidence that can 556 

be verified at an electronic authoritative source. 557 

The CFC can either be undertaken as a Visual verification of physical credentials or 558 

an electronic (on-line) check of non-documentary identity data held in a repository that 559 

provides reasonable confidence that it cannot be modified after the fact and is 560 

accessible by the IdP. Examples of electronic data sources include tax records, health 561 

records, postal records, telephone records, and credit references or banking and 562 

other financial records.  A CFC does not include checking a person’s social media 563 

activity. 564 

During the IdPs accreditation activities, the Trust Framework Accreditation Authority 565 

will review and endorse any proposed electronic repository that an IdP plans to utilise 566 

for CFC activities. As such, it should be noted that different IdPs may have access to 567 

different approved repositories.  568 

Regardless of whether the evidence is physical or electronic an CFC verifies that 569 

person’s verified name can be reasonably matched to the provided evidence or the 570 

data held in the repository.  To do this it will be necessary to use other key 571 

biographical details obtained in the identity proofing process to ensure the accuracy of 572 

the verification activities. A combination of Name and Date of Birth or address is 573 

usually sufficient, although other attributes (such as a phone number or email 574 

address, or identifiers) may also need to be used. 575 

Each of the respective levels has different requirements for proofing the verified name 576 

is being used in the community over time.  In essence, the higher the level being 577 

proofed the longer the period that the evidence supporting the identity needs to be 578 

verified as operating in the community in order to provide the required additional 579 

confidence. These periods range from: 580 
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• At IP 1 – not applicable.581 

• At IP2 – no stipulation.582 

• At IP3:583 

o 1 must date less than one year prior AND584 

o 1 must data between one and three years prior, AND585 

o 1 must date over three years prior to the time of proofing.586 

• At IP4:587 

o 1 must date less than one year prior AND588 

o 1 must data between three and five years prior AND589 

o 1 must date over five years prior to the time of proofing.590 

An electronic CFC tests data points in the applicable repositories data (i.e. 591 

transactions or interactions) in order to validate a history of transactions supporting a 592 

claimed identity (eg. the use of a credit card, not just the issuance of the card).  These 593 

data points may be from a common transaction history or a number of independent 594 

sources depending on the proofing level sought. 595 

4.2 Alternative binding 596 

An Alternate Binding, is an attestation by a verified referee who has either a provable 597 

relationship with the person, or has a professional status such that they can reliably 598 

attest to the identity of the person.  An Alternative Binding is only used as an 599 

alternative to providing a Photo ID document for binding the person’s verified identity 600 

attributes to their facial image at IP34.  601 

There is no stipulation on the form or format of an attestation5, rather it depends on 602 

what the IdP can process, either electronic or physical. However, within it the referee 603 

documents: 604 

• The person’s core attribute set (including identifiers and basis of attesting details,605 

eg. provable relationship or professional status, as applicable) that enables them606 

to attest to the fact that these attributes are bound to the person that is being607 

proofed.608 

4 Alternative Binding cannot be used at IP4 
5 It is expected to be similar in form to that of a Statutory Declaration 
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• That they have sighted the person at an in-person interview. 609 

• Their (referee) name, contact details, including as applicable their identifier.610 

• Acknowledgement of the penalties for making a false declarations6. 611 

• Formally signs the attestation, either physically or digitally.612 

If digitally signed an accredited Public Key Infrastructure (eg. Gatekeeper) should be 613 

used. If an electronic form is used the referee has to use a CL3 credential to prove 614 

their identity to the IdP as part of submitting the form. 615 

If the referee is claiming a provable relationship to the person, documentation proving 616 

the relationship is appended to the attestation. This documentation may include 617 

approved CoI or Linking documents, approved Powers of Attorney, or guardianship, 618 

or similar documentation demonstrating family or community relationship in excess of 619 

3 years. This relationship may be proven via documentary evidence (eg. a marriage 620 

or birth certificate confirmed through source verification) or by other reliable means if 621 

available. 622 

If the referee is making the attestation on the basis of professional status, they must 623 

provide or have provided evidence of that professional status, and there must be 624 

reasonable cause to believe that they have retained their professional status. 625 

Professional status includes the list of authorised witnesses to statutory declarations 626 

as defined by Commonwealth law and tribal elders designated by the Department of 627 

Human Services.  628 

4.3 Recording, verifying and matching identity attributes 629 

Guidance for the recording of names is provided in the AGD Improving the integrity of 630 

identity data: Recording of a name to establish identity; Better Practice Guidelines for 631 

Commonwealth Agencies – June 2011. 632 

Guidance for improving the integrity of identity data to enable data matching is 633 

provided in the AGD Improving the Integrity of Identity Data; Data Matching: Better 634 

Practice Guidelines 2009. 635 

6 These should be as per those contained in a Statutory Declaration 
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4.4 Collecting and verifying facial images 636 

Facial images are collected by the IdP to match with biometric data held by Photo ID 637 

document issuers using the FVS, or by algorithmic matching, or visually by a trained 638 

Assisted Digital Operator. 639 

In order to match the facial image with the FVS the IdP will need to connect to and 640 

comply with the FVS standards and applicable formal arrangement in relation to the 641 

data sharing arrangements. This service is provided by the Department of Home 642 

Affairs and all queries in relation to the FVS should be addressed to them. 643 

If using visual matching by operators or during in-person interviews, the IdP operators 644 

need to be trained and competent to perform facial identity verification. The Trust 645 

Framework: Fraud Control Requirements provides guidance in relation to training 646 

requirements and suitable training options. It is important that processes are 647 

established that are sufficiently robust to allow operators to reject poor matches and 648 

worn, faded, aged or identifiably fraudulent images. 649 

4.5 Self-asserted attributes 650 

Where contact information, such as email address or telephone number, is self-651 

asserted, it is recommended that the IdP check that the attribute is under the control 652 

of the person by: 653 

• Validating the email address through an email confirmation method.654 

• Validating the phone number through a one-time PIN, QR code, App or SMS655 

confirmation method.656 

• Validating a physical address through the physical delivery of a one-time code or657 

similar mechanism (e.g. QR code).658 

If the IdP already has an established relationship with the person and they are 659 

confident that the self-asserted details are correct then they could use their existing 660 

data. 661 
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4.6 Transitional arrangements 662 

The Trust Framework and identity federation will take several months before their 663 

benefits are fully realised. During this period the Trust Accreditation Authority may 664 

authorise alternate approaches.  This may include a temporary increase of additional 665 

forms of acceptable identity evidence, or approval of lower security documents (such 666 

as student ID cards), or possibly additional controls to mitigate the potential fraud risk. 667 

Where an IdP is unable to access a required authoritative source they are to discuss 668 

the options with the Trust Framework Accreditation Authority and seek confirmation 669 

for any proposed transitional arrangements prior to utilising them in their identity 670 

proofing activities.  671 
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Annex A: relationship between TDIF IPs and 701 

other identity proofing approaches 702 

This document is intended to align with national and international standards and 703 

guidelines that define levels of identity proofing. The table below provides a snapshot 704 

of mappings to various national and international identity proofing standards and 705 

guidelines. This is not meant to imply that there is a direct correlation between the IPs 706 

in this document and the levels in those standards. It is considered that the IP criteria 707 

in this document fulfils the criteria as described in those standards. 708 

Table 2: relationship between this document and other IdP standards and guidelines 709 

TDIF Identity Proofing Requirements IP 1 IP 2 IP 3 IP 4 

National Identity Proofing Guidelines LOA 1 LOA 2 LOA 3 LOA 4 

National e-Authentication Framework LOA 0 LOA 1 LOA 2 LOA 3 LOA 4 

National Institute of Standards and Technology Special 
Publication 800-63 (Digital Identity Guidelines) 

IAL 1 IAL 1 IAL 2 IAL 3 

United Kingdom Cabinet Office Good Practice Guide (GPG 45) 
– Validating and verifying the identity of an individual

Level 1 Level 2 Level 3 Level 4 

United Kingdom Cabinet Office Good Practice Guide (GPG 43) 
– Requirements for secure delivery of online public services

Level 
0 

Level 1 Level 2 Level 3 

New Zealand Government Evident of Identity Standard Low Moderate Moderate High 

Digital ID and Authentication Council of Canada (DIACC) IAL 1 IAL 2 IAL 3 IAL 4 

ISO/IEC TS 29003 – Information technology – security 
techniques – identity proofing 

LOA 1 LOA 2 LOA 3 LOA 4 

ISO/IEC 29115:2013 – Information technology – security 
techniques – entity authentication assurance framework 

LOA 1 LOA 2 LOA 3 LOA 4 
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Australian Government standards 710 

National Identity Proofing Guidelines 711 

The NIPGs are designed for use primarily by those Commonwealth and state and 712 

territory government agencies which issue documents and credentials that are most 713 

commonly used as evidence of a person’s identity (identity documents). This 714 

document aligns with the NIPGs.  Noting this, there are some key differences 715 

between the two documents which are listed below. This document: 716 

• Sets standards with no exemption policy.717 

• Only allows the use of documents that can be checked using the Document718 

Verification Service to be used for identity verification purposes.719 

• Requires a biometric binding process to link a person to their identity attributes.720 

• Allows the use of an Australian visa as both a CoI and Binding document where721 

biometric data is available.722 
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Annex B: Approved Identity Sources 723 

The following lists documents and sources currently approved for use within the Trust 724 

Framework for the purpose of Identity Proofing.  This list may be modified from time to 725 

time as new sources become available, or existing sources are found to be unreliable.  726 

Production IdPs will be notified of such changes as required. 727 

Note that while documents may be used for multiple purposes (e.g. a Photo ID 728 

document or a Linking document may also be used as a Use in Community 729 

document), the same particular document may not be used more than once for any 730 

given category.  Thus, an Immicard can be used as either Commencement, Photo ID 731 

or Use in Community, but may only be used for one of these purposes during an 732 

identity proofing check. 733 

A common example is the use of a passport and a driver’s licence, where one can be 734 

used as Photo ID (usually the passport) while the other is used for Use in Community. 735 

In all cases, regardless of verification method, the IdP must be satisfied that a 736 

particular identity source can be reasonably securely verified.  This may mean 737 

rejecting a source if, for example, it is known that the database is compromised 738 

(invalidating source verification), or a cryptography protocol is broken (invalidating 739 

technical verification), or a particular document has few or no physical security 740 

features or is damaged (invalidating visual verification). 741 

Abbreviations 742 

S – Source Verifiable – can be checked via an electronic source (DVS, FVS etc.). 743 

T – Technically Verifiable – can be checked using intrinsic technical features 744 

(ePassport). 745 

V – Visually Verifiable – has security features enabling checking by a human 746 

operator. 747 
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748 Table 3: approved CoI documents 

Category type: Commencement of 
Identity 

Notes: Shows identity creation within Australia Checks 

Australian issued Birth Certificate S, (V
7
)

Australian issued Citizenship Certificate S, (V
8
)

International Passport (Visa) Note that the Visa is the component that can be 
checked with DVS - there is a subtle difference between 
the Visa (commencement) and the passport (UiC, Photo 
ID), although they both associate to the same document 

S 

DFAT issued Certificate of Identity DFAT issued Certificate of Identity S 

DFAT issued UN Travel documents DFAT issued UN Travel documents S 

749 Table 4: approved Photo ID documents 

Category type: Photo ID document Notes: A secure document with a clear photo of the 
person 

Checks 

Australian issued Drivers Licence S, V 

Australian Passport S, V, T 

Immicard S, V 

International Passport (see visa note under commencement) V, T 

Titre de Voyage S, V 

Citizenship Certificate Only if it has a photo within ten years S, V 

Indigenous Community Card
9

Proof-of-Age card State approved V 

Shooting/Firearms Licence V 

7 Commencement documents MUST be checked to source.  IdPs MAY conduct visual checks as an additional security measure. 
8 As per the footnote above. 
9 The IDP must satisfy itself that the quality of the card and card issuance process is sufficient to support its use as a Photo ID 

document. 
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Category type: Photo ID document Notes: A secure document with a clear photo of the 
person 

Checks 

Working with children/Vulnerable card V 

Aviation Security ID V 

Maritime Security ID V 

Australian Defence Highly Trusted Token V, T 

Police Force Officer ID V 

Prison release certificate (where these include a photo) V 

Alternate Binding Record See ‘Alternate Binding’ section for details n/a 

750 Table 5: approved UitC documents 

Category type: Use in the 
Community 

Notes: Shows the use of an identity within the community Checks 

DHS Concession card Refer to 
https://www.humanservices.gov.au/individuals/subjects/conce
ssion-and-health-care-cards 

S, V 

Medicare S, V 

Citizenship Certificate Citizenship by Descent 

Certificate of Naturalisation 

Certificate of Registration 

Certificate of Australian Citizenship 

Declaratory Certificate of Citizenship 

Evidentiary Certificate  

Extract from Register of Births  

(Citizenship by Descent) 

S, V 

751 Table 6: community footprint checks 

Category type: Community Footprint Check Notes: Shows the use of an identity within the 
community over time 

Checks 

Bank or Financial institution card, 
passbook, statement 

S, V 

https://www.humanservices.gov.au/individuals/subjects/concession-and-health-care-cards
https://www.humanservices.gov.au/individuals/subjects/concession-and-health-care-cards
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Category type: Community Footprint Check Notes: Shows the use of an identity within the 
community over time 

Checks 

Credit Card S, V 

Education Certificate V 

Certified academic transcript from an 
Australian University 

S, V 

Mortgage Papers V 

Veterans Affairs card V 

Tenancy Agreement V 

Motor Vehicle Registration V 

Rates Notice V 

Any document listed in other category If not used elsewhere S, V or 
T 

Electoral Roll S 

Banking or other Financial Records A history of financial transactions S 

Tax Records A history of taxation payments S 

Health Records A history of usage of health services S 

Postal Records A history of postal deliveries S 

Telephone Records A history of phone usage S 

752 Table 7: approved Linking documents 

Category type: Linking document Notes: Shows or supports a name change Checks 

Marriage Certificate S, V 

Change of Name Certificate S, V 

Foreign Passport S, V 
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Category type: Linking document Notes: Shows or supports a name change Checks 

Decree Nisi/Decree Absolute divorce 
papers 

V 

Deed poll papers (change-of-name) V 

Commonwealth (ID) Victims Certificate V 

753 
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